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CALIFORNIA GAMBLING CONTROL COMMISSION

2 MINIMUM INTERNAL CONTROL STANDARDS (MICS) FOR GAMBLING ESTABLISHMENTS

3 EMERGENCY PREPAREDNESS, SECURITY AND SURVEILLANCE.

4 CGCC-GCA-2009-06-R
5

6 ORDER OF ADOPTION
7 The California Gambling Control Commission hereby adopts the following changes in its

8 regulations contained in Chapter 7 of Division 18 of Title 4 of the California Code of

9 Regulations:

10

11 ARTICLE 2. EMERGENCY PREPAREDNESS-AÐ-Ev-€l-+-fIe-J!bA-N, SECURITY AND

12 SURVEILLANCE PLANS.
13

14 § 12370. Emergency Planning and Preparedness-and-E¥ne-l:Hit-lolt-I!ll.Hl.

15 (a) As usehis section:
1 6 (-l-)-!-Æ-tieal-lnei:ef"4eans-e-iifiI-ml-tto-iift8l--in-+hi,Ltt1rat--(+f:sii8H-S-iflfur-Y-8r-EÌeah

1 7 ffiE1-i-fK4Bàet-ta~-ahliws~Ht--ae-i*rlCiH;i-s-e~ieh--4"'6fist:--ae1'-:
1 8 (~~l2.j-a:it'R"ti'l-aneF-e1e:Y-i,)FeparwStHJ:fli-ev-aet*¡.ttofl-l*LtB;

19 tl-¥f)F-l't"-pl::lFpefH:l-fyf2.i-lHttFittg-tjK,"''ll.:.ysiea-l-a:fety&Iè.pat'fO1'l.s,-entrløyee,-ì:B-€-any--etd'H;.'f

20 f7ef~i-the gambling ctJtaÐln-eæel-ti:Jûlrffg-esrH-&-entl'led for fWe-

21 le-l(+tal4es-&h-all-¡fEH'Bp-Nè-e~--nEl-iinp-k"fH:'1tl---f71-rHB-Fh€-~FBOO-i.:t-a'lli-llB+en+-iJi-a

22 ifl-€es, but is fl-erfH+eE-ff,+h-e:eJ..intE

23 fl) Response-plan-~:tr--:fi-rd other or-ittea.J-Ììtei-Een7

24 (~eatíofl ora telephone available for r;íng a 911--gey-ealL

2 5 (l)-Jlee-Hr-e-:fef-'¡leeHl'ing-t3r-pR:tettig-ilie-gatrlblitig-est-l1wJ:l.:er--too-sfl-ø-r-eaHi-a-1-e'l-t

26 f:sses-nEloor-d&

27 (-'-f..£l'-li-ty--v-aw-a.:iøH-fBu-tes-and-pFøoeduFes-,

28 08-A-tli-agHtBHlHhe-es-t-abli-shFBent-shø:wi-ig-t-he-t.,*its-:

29 (-Gj-A-t"f-6Fipt-)H-E).:j-hewex:Í-ts-a"+Brrl'k-d-:

3 0 fe--"--t-hr'Hl:pøse(+f:el'luti-ng-th-ej'lh-ysi cal-sitf-t4cyøf-l:rtF8n-smi'ik-3)I"e+K4-anY-8t-h-er

31 per-8-f.in the gainbl1g efJtablishment,--miitg-est-al:ioorenH-ieeed for 1ll(ir-€

Changes are shown in blue underline for additions and fßhstloHK"'it for deletions.
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li-¥e-fal3esha-l-f7r-ef7tJ.tk"V4H-IHfEl-tJ31eR-1BRH-pu:Hhilt-~nel-HE~t-i----l-ii1-~lJ:¡€

4~-*l-f:

f+-l-a-r,-wFittel+tH:tH&~esi-ting-ReBb-tfe4==jl1ef7efS€lB-Fe-f7H-nsek.yr
R'i:lÜr~n&,+'BHlteifeiriFgeHeyre&H~t-iHns, and secuFÎ.J)fj'FHteetit-lte

g-a1-1lehng-estaefffhff6ft'-s-eash-or-eqtti-va-l-ent-r:w-sets-and--FeeElrEl-fi-i

t.)-P.:FøeeEÌHFæ-aEièFesing~

EA)-res,

fB)-Mi4-hqHak:t,~:lBE:ds-a+id-HtheF-Nat-LtRlJ--Q-i-aHte'8;

tGBomlHireaf
(-D) I Iazart:H;i-s-òt)-i--I-+r-o-1\-i~i3e&i:H'e,

i

n+Gr-i-l-ident
EF)-heF Crí ti eal Inc-iet1tHtl

EGJ-¥H:WIeflfeF4:PJt--aiè-an&-e-r-Hetait1ilTgL"tneiogeneyH:l€èci-e-al,asSÍt:tflee-(,:wi3HL,,'fmB,

eti'l-rs-,-aflB-(+tb-eF-t)ePJøl:lS-whüe-ir--tlie-gfrH1bli:ttg-e-stab-hshin-et";

~j-e(.\-i.:fiiB:L'ft-i'Hft-J:ef-tH13J3i-ng-l7H-s-ineHS-iieti¥i-t-Í:"Bt

E4j~-HtyevB1i-atiHi-1-røeedHre&iHcluäiitg-a-Ele&igtiateè-H1eet:-n-g-sit:.-oHff-ide--t-lte-:faøili-t-y-l

f71'OflS fBBWHHt-ei:nplfì after an eYe:a-8Bfr-a-11-ffØBeHi:Hfftre-tfiat all patlo-n:s

haeeroote-¡td
~peoifíc trainiigafl-pfaotiee sohedHlen.

Eèaoh f71ar- shall be consÜitent with ntate and-+-equirements. BeginHÍHg--Nem'):-

2-04,-eaelt-teeRee-sltÌRi:t-oopy-e4è-its-('-'I:Fren-tplfrH-as-p-a+-f-HsRn-wl-reire

aprlæt-iÆel'flltg-JatH-a---GG-';-&-a-r-t-of-its-am::uan-ewa-apt)l-i-eat-in,eaeh-l-eefi-see

Hhal--sHbin-it-twØ--EHt)ies-H,f-'Ít-seuH'-ltj~plaH~,--anè-;.

(a) As required by California Code of 
Regulations Title 24, Part 9, Chapter 4 (commencing

with Section 401), and Title 19, Section 3.09, a gambling establishment shall prepare and

maintain a fire safety and evacuation plan, conduct emergency evacuation drils and conduct

employee training on the content of their fire safety and evacuation plan. Fire safety and

evacuation plans, emergency evacuation drils and employee training procedures adopted

pursuant to this section shall comply with, as applicable, California Code of Regulations Title

24, Part 9, Chapter 4 (commencing with Section 401) and Title 19, Section 3.09, or those

standards adopted by local ordinance pursuant to Health and Safety Code section 13143.5.

Changes are shown in blue underline for additions and føè-sFike-HHt for deletions.
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ORDER OF ADOPTION CGCC-GCA - 2009-06- R

(b) Each applicant as an owner-licensee under Chapter 6 of 
this Division shall submit to the

2 Commission one copy of a current fire safety and evacuation plan, pursuant to this section,

3 together with those application documents required by Section 12342.

4 Cc) Each licensee shall submit one copy of 
its current fire safety and evacuation plan,

5 pursuant to this section, with the first biennial 
license renewal application submitted after the

6 effective date of this section, and with every second renewal application submitted thereafter.

7 Cd) If a licensee's fire safety and evacuation plan is revised as a result of 
the addition of

8 permanent tables, or as a result of any change to the physical premises which alters the locations

9 of phones, fire extinguishers, manual fire alarm pull stations or exits, or which alters evacuation

10 routes or procedures, the licensee shall submit one copy of its revised fire safety and evacuation

11 plan with the first biennial license renewal application submitted immediately following any

12 revision, and, subsection Cc) notwithstanding, with every second renewal application submitted

13 thereafter.

14 Ce) Each fire safety and evacuation plan submitted to the Commission pursuant to this

15 Section shall include the following documentation, as applicable:

16 (1) If the responsible local authority provides reviews, the licensee shall send to the

17 Executive Director documentation-eB-rea:ei--lry--ttespomiible IBea--a\:fioot-
18 wlie#i-(4-'lt1lespons~9l showing that the local authority approved t+iB-ean of the fire

19 safety and evacuation plan under the responsible local authority's jiirincliction, pursuant to Health

20 and Safety Code section 13143.5.,sH:bclivision (4) and Califomia Code of Regulations Title 24,

21 Part 9, Chapter 1, Section 111.2.1.1. Health and Safety Code section 13143.5, subdivision (f)~

22 paragraph (2)~ provides that any fee charged pursuant to the enforcement authority of subdivision

23 (f) shall not exceed the estimated reasonable cost of 
providing the service for which the fee is

24 charged. -l::e-G)lllBli-sslBfl-may-Belltl-Hl1e-eøpy-a.f-the-'131rHl-tB-the-BUfefIH-tfJ-.rev--c'vv-+høH0ai=OOB-üf

2 5 ~l--fH-)Llf4:~r-tlte-rün&iBle-+rel-iff+iB-~j-\:;H4s+eif)~

26 (2) If the responsible local authority does not provide reviews, the licensee shall send the fire

27 safety and evacuation plan to the State Fire-M-ars1ta Marshal, and shall send !Qthe-GwfHfll-sW-B

28 Executive Director documentation-ef \':11etl1er Or--Bl showing that the State Fire M-ar-shaUMarshal

29 has approved the pl-an2.'i-l'tLantl-panie-s-afetcy-prev-i-swHBfire safety and evacuation plan..-l:11o

3 0 Gølllff-sn-Bhall-s'l6-e-jHt-'-0py-ef-the-la-n-tø-ti-e-BurooB-tB-revw-ætl:0i:paFH-gFili'Th-(J)-o:f

3 1 S-H:Ðsec4jHfl-Eb-H)r-par-agHirhs+l-).,)(E-)-(.md-~~1-oJ:SHbseetiHB-Ee).,EÌerenè-Î-Hg-on-tll6-+l:Hni-1'1er-f-ìf

Changes are shown in blue underline for additions and Hlè-;l~Ht for deletions.
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ORDER OF ADOPTION CGCC-GCA-2009-06-R

1 t:teles-for--ni-cl14-he-gamÐ-+itest:Ð--iltB:tt'trtl+eus-eEh

2 ~fiGens-e- f3nal I, at-lea-aiultally,j3tVl.4le-fe-r-Üie Fevi e'N-e-f-tefi-e-reHÎ-flts-eJ:-the

3 rHüf-'4tfHpk~eRfffHg-th&-eeli--emple-e-taa-geH-effktfBef&t:ffFt-H-f-tl)fe-vierll

4 Hflte-plitfl-Rppitea9le--hi ¡; or her-pooitit-)-trall:J-uHàei:.:.ndsHf-hef--&J')eei-~e-Htj:("StiHE1e:-lte

5 p-tan-"ui1à-the-ai'lpl'epria-te-e-KÎ-t-oi:-ex-Î-ts-te-be-Hf,eEì.,where-a-pt)h-Gal:le-..-l~his-iH1nH-aI-re-view-&hull-.he

6 âHG\:1:1neHteà.,ue-Iuà-ing"-sigHHturæ-by-the-elTipløy-e-ilFìà-the-"heensee-er-ke-y-empløyee-wh(-)

7 pre¥l'€he-Fev-Îc""a-sìüt:t-øi:he-I-k"6Hsee:-ap-lie-at&H-4+H:-Fe-He'v-I-,-Whefl-fI-fe-w-eIIlì*e-yee

8 eegÍ+1B-'weFlt'-aliGí:'tlf.¡e-Bf-l~'y-en1pløy-ee--&l1aii-revie-w-the-=-EjttiTeHteHt-ß(+I=-he-¡:al'l-witli-the+tew

9 ei1-pl-(7)&,''oo-soong-t1lít-HtG'',:v\,L-enlplHJ!&,.Llilfi-..:I-Hndmffl:Eling-04:21e-flrevi-sft::h-e

1 0 plai-1-ft¡:ab1eo-ltit4ìei'-o-s#iEHt-alEI-Hfl-l-l\.+s-J:o~"'pec í fi l'-à-utiFl:Eler-td1&i'llaH

11 at1ß-the-npPl'i ate ex it-&r-€*B-Ðe-Ell1e-p Ii cab Ie.

12 00 Ifthe COlB~etllws-ae-licensee's ptan-001et-addre;;s the-eleet1t
13 fertli-in-thts-fJCeÜHH,tk"tHI1e--G&llll1-isiEm-H-iüy-tS&He--â-etermtBittten-ißel'l-tì:f'yin-g-the-d-efIGienGies

14 an.fsp-ee-ifyirig--a-t.H1:e-eer-taÌH-wcithi-n-wfiie-h-ll1os-e-E1É1:-eiei1e+EH-all-be----F-ed~

15 Eg)il Failure by a licensee to develop and implement a fire safety and evacuation plan,

16 conduct emergency evacuation drils or conduct employee training on the content of its fire

17 safety and evacuation plan pursuant to this section-eeure a deficiency identified pursuant t(7

18 ~etitfj, constitutes an unsuitable method of operation and also may result in denial of an

19 application for license renewal, pursuant to Section 12348, or in the suspension or revocation of

20 its existing license, pursuant to Chapter 10 of this division.

21 (llJ.g) In addition to any other remedy under-il-s-sÍo-H the Act or this division, the

22 Commission may assess a civil penalty of at least $500 but-ll-' not more than $5000 for each

23 violation of this section.

24 Note: Authority cited: Sections 19811, 19824 and 19840, Business and Professions Code. Reference: Sections

25 19801,19823,19841,19860,19920 and 19924, Business and Professions Code.

26

27 § 12372. Security and Surveilance Plan. 

28 (a) No later than December 1,2011, each gambling establishment in Tier I and Tier II, as

29 provided in subsection (b) of Section 12380, shall develop and implement a written security and

30 surveillance plan for the gambling establishment that includes, but is not limited to, provisions

31 for the following:

32 (1) Close monitoring and control of all controlled gambling and gaming activity;

Changes are shown in blue underline for additions and reè-&tFike-HHt for deletions.
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ORDER OF ADOPTION CGCC-GCA-2009-06-R

(2) Close monitoring and control of access to restricted areas ofthe gambling establishment

2 that include, but are not limited to, cages, count rooms, vaults, security offces and surveilance

3 rooms;

4 (3) Surveilance procedures, including video recording requirements, as applicable;

5 (4) Lighting in and around the gambling establishment;

6 (5) Specific conditions, procedures and instructions for reporting suspected criminal incidents

7 or activity to state and local law enforcement agencies;

8 (6) Procedures for securing or protecting persons, property, assets and records.

9 (b) No later than December 1, 2011, each gambling establishment in Tiers TIl through and

10 including V, as provided in subsection (b) of Section 12380, shall develop and implement a

11 security and surveilance plan for the gambling establishment that, in addition to the

12 requirements of subsection (a), includes, but is not limited to, provisions for the following:

13 (1) A listing of the names and job titles of the employees who are responsible for making

14 decisions that invol ve the security of patrons, patrons' property, employees, employees'

15 property, and the gambling establishment's property, cash or equivalent assets and records;

16 (2) The presence and duties of unitèim1ed security personnel;

17 (3) Surveilance procedures, including video recording and monitoring requirements, as

18 applicable;

19 (4) Specific conditions, procedures and instructions for stopping controlled gambling and

20 gaming activities; and

21 (5) Specific employee training schedules that relate to the gambling establishn1ent's security

22 and surveilance plan.

23 (c)(1) Each security and surveilance Rlan shall identify and comply with all state and local

24 requirements and shall implement all applicable provisions of Article 3 of 
this chapter. Each

25 licensee shall submit, pursuant to paragraph (2), (3) or (4), as an attachment to its security and

26 surveillance plan, copies of identified, applicable local ordinances and any locally-issued

27 certificate of compliance with those ordinances.

28 (2) Each applicant as an owner-licensee under Chapter 6 of 
this Division shall submit to the

29 Commission one copy of a cun-ent security and surveilance plan, pursuant to this section,

30 together with those application documents required by Section 12342.

Changes are shown in blue underline for additions and J'6è-Btüi~-out for deletions.
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ORDER OF ADOPTION CGCC-GCA-2009-06-R

(3) Each licensee shall submit to the Commission one copy of its current security and

2 surveilance plan with the first biennial license renewal application that is submitted eighteen

3 months after the effective date of this section, and with every second renewal application

4 submitted thereafter.

5 (4) If a licensee's security and surveillance plan is revised as a result ofthe addition of

6 permanenttables, or as a result of any change to the physical premises which alters the locations

7 or configurations of any restricted areas of the gambling establishment, or which alters or affects

8 any security or surveillance capabilities or procedures, the licensee shall submit one copy of its

9 revised security and surveilance plan with the first biennial license renewal application

10 submitted immediately following any revision to its security and surveilance plan, and,

11 paragraph (3) notwithstanding, with every second renewal application submitted thereafter.

12 (5) If the responsible local authority provides reviews of security or surveilance plans, the

13 licensee shall send documentation of the areas reviewed by the responsible local authority and

14 whether or not the responsible local authority approved those areas of the security and

15 surveilance plan under the responsible local authority's jurisdiction.

16 (d) The Bureau shall review the licensee's security and surveilance plan. including those

17 provisions under the responsible local authority's jurisdiction, whether reviewed by the local

18 authority or not, and those provisions not under the responsible local authority's jurisdiction. If

19 the Bureau determines that theIicensee's security and surveilance plan does not address the

20 elements set forth in this section, then the Bureau may issue a determination identifying the

21 deficiencies and specifying a time certain within which those deficiencies shall be cured.

22 (e)(l) Each licensee shall, at least annually, provide for a review of the requirements of the 

23 security and surveillance plan with those employees that have been assigned duties under the

24 plan, ensuring that each employee has a general understanding ofthe provisions of the plan

25 applicable to his or her position and understands his or her specific duties under the plan. This

26 annual review shall be documented, including a signature from each employee indicating that

27 they have participated in the review and a signature from the person who provided the review.

28 (2) When a new employee begins work, the licensee, or the licensee's designate, shall review

29 the requirements of the security and surveilance plan with the new employee, ensuring that each

30 new employee has a general understanding ofthe provisions of the plan applicable to his or her

Changes are shown in blue underline for additions and feè--tFik"-f-mt for deletions.
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ORDER OF ADOPTION CGCC-GCA - 2009-06- R

1 position and understands his or her specific duties under the plan. This initial review shall be

2 documented as provided in parab'laph (1 ).

3 (f) Failure by a licensee to develop and implement a security and survei1ance plan, or to cure

4 a deficiency identified pursuant to subsection Cd), constitutes an unsuitable method of operation

5 and also may result in denial of an application for license renewal pursuant to Section 12348, or

6 in the suspension or revocation of its existing license pursuant to Chapter 10 of this division.

7 (g) In addition to any other remedy under the Act or this division, the Commission may

8 assess a civil penalty of at least $500 but no more than $5000 for each violation ofthis section.

9 NOTE: Authority cited: Sections 198 1 1, 19824, 19840, 1984 land 19924, Business and Professions Code.
10 Reference: Sections 19841, 19860, 1 9920 and 1 9924, Business and Professions Code.

11

12 ARTICLE 3. MINIMUM INTERNAL CONTROL STANDARDS (MICS) FOR GAMBLING

13 ESTABLISHMENTS.
14 § 12395. Security.

15 (a) The policies and procedures for all Tiers shall meet or exceed the following standards for

16 security:

17 (1) Access to restricted areas ofthe gambling establishment, including but not limited to

18 cages, count rooms, vaults, security offices and surveilance rooms, shall be limited to authorized

19 personnel in the perfol11ance of their duties and shall be closely controlled.

20 (2) For the purpose of video surveilance recordings, gambling establishments shall provide

21 adequate lighting of all public areas, entrances and exits, and for all adjoining parking areas

22 owned, operated or otherwise controlled by the licensee for use by its patrons.

23 (3) Licensees shall tì1e an incident fepmi with the Bureau's Criminal Intelligence Unit within

24 five business days of either ofthe following:

25 (A) Any owner or key employee contacting a 10ca11aw enforcement agency, pursuant to the

26 provisions of the licensee's security plan, regarding any reasonably suspected violation of the 

27 Act, this division, Division 3 of Title 11 of the Califol1ia Code of Regulations, any statute set

28 forth in sections 330 through 337z of the Penal Code that pertains to gambling, section 1916-3(b)

29 ofthe Civil Code (loan-sharking), chapter 1 (commencing with section 11000) of division 1001'

30 the Health and Safety Code (ilegal possession or distribution of controlled substances), section

31 4022 of the Business & Professions Code (ilegal possession or distribution of dangerous drugs),

32 or any violation of the following Penal Code sections: 186.10 (money laundering), 211

Changes are shown in blue underline for additions and mB-s-tcFi-k"i-øul for deletions.
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ORDER OF ADOPTION CGCC-GCA-2009-06-R

(robbery), 245 (assault with deadly weapon), 266h (pimping), 266i (pandering), 459 (burglary),

2 470 (forgery), 476 (fraud), 487 (grand theft), 488 (petty theft), 503 (embezzlement), 518

3 (extortion), 641.3 (commercial bribery), 648 (counterfeit currency), 653.22 (loiter for

4 prostitution), 653.23 (pimping), or 647(b) (prostitution).

5 (B) Any owner or key employee obtaining knowledge or notice of any reasonably suspected

6 violation listed in subparagraph (A).

7 (4) An incident rep01i shall include, when available and applicable, the following

8 information:

9 (A) The date and time of the incident or event.

LO (B) The identity of each perpetrator or suspect, including the following:

11 1. Full name.
12 2. Address.
13 3. Date of birth.
14 4. Driver license or identification card number.

15 (C) Law enforcement report number.

16 (D) Detailed description of the event or suspected incident, including an identification of any

17 witnesses and a description of any evidence.

18 (5) Licensees shall maintain a list of all mechanical keys or electronic card keys to the

19 locking devices used to secure the gambling establishment, restricted areas of the gambling

20 establishment, or any fixtures, appuiienances and equipment used in the gambling operation, the

21 names of all gambling establishment employees who havébeen issued, possess or have access t6

22 any of those keys, and the location where un-issued keys are stored. If any coded mechanical or

23 electronic locking devices are used, the list shall include all access codes and combinations, as

24 applicable, and the names of all gambling establishment employees who possess any code or

25 combination, or who control the mechanism to open any of the locks. The licensee may maintain

26 a master list or separate departmental1ists. Each list shall be:

27 (A) Continuously maintained while current, at a minimum, in a pem1anent, written form and

28 dated as of the date created or updated;

29 (B) Updated as changes in the information contained in the list changes;

30 (C) Kept in a secure, locked receptacle, such as a key control box, safe, locking fìle drawer or

31 similar container; and
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(D) Retained for a minimum of one year after the list has been updated.

2 (b) In addition to the requirements of subsection (a), the policies and procedures for Tiers II

3 through and including V shall meet or exceed the Ü)llowing standards for security:

4 (1) Except as otherwise provided, licensees shall install and maintain a minimum of at least

5 one secure key control box for the storage and safeguarding of all un-issued gambling-related

6 keys and access code cards associated with the gambling establishment; e.g., keys to the

7 gambling establishment, cage, count room or other restricted areas ofthe gambling

8 establishment, and any fixtures, appuiienances and ea.9Ipment used in the gambling operation,

9 including but not limited to gambling tables and dropJoxes. This paragraph does not apply to an

i 0 individual licensee, who does not employ, except in unforeseeable exigencies, more than one

11 person or any person except members of his or her immediate family. For the purposes of this 

12 paragraph, "immediate family member" means spouse, child, stepchild, brother, stepbrother,

13 sister, stepsister, mother, stepmother, father, or stepfather.

14 (2) All key control boxes shall meet or exceed the following requirements:

15 (A) The key control box shall have a minimum of one keyed locking mechanism. A coded

16 key lock or a mechanical or electronic combination lock is acceptable.

17 (B) The key control box shall be securely attached to a permanent structure within the

18 gambling establishment. The hardware used to attach the box shall not be visible or accessible

19 externally.

20 (C) All keys, stored within a key control box shall be easily identifiable and individually

21 labeled.
22 (D) Access to a key control box shall be limited to the licensed gambling establishment

23 owners, key employees, or other employees designated by the owner of the gambling

24 establishment.

25 (3) Licensees shall maintain a key control log for each key control box maintained pursuant

26 to paragraph (1). The key control log shall document the issuance and return of all gambling-

27 related keys used to control access by gambling establishment employees to restricted areas of

28 the gambling establishment, or any fixtures, appurtenances and equipment, associated witb tbe

29 department or operation.

30 (4) During any period of time, between one-half hour before or after sunset and one-half hour 

31 before or after sunrise, in which the gambling establishment is open for business or patrons are

Changes are shown in blue underline for additions and l'ßÈ-fFik-HHt for deletions.
Page 9 of16



ORDER OF ADOPTION CGCC-GCA- 2009-06-R

1 present on the premises, licensees shall have at least one uniformed security officer on duty, who

2 shall periodically patrol the exterior ofthe gambling establishment, including all adjoining and

3 adjacent parking areas owned, operated or otherwise controlled by the licensee for use by its

4 patrons. Any security officer, whether an employee, agent or contractor of 
the licensee, who is a

5 gambling enterprise employee as defined in subdivision em) of section 19805 ofthe Business and

6 Professions Code, shall be required to hold a work permit pursuant to paragraph (l) of

7 subdivision (a) of section 19912 of the Business and Professions Code, and Chapter 2 of this 

8 division. Any contract security offìcer whose scope of employment is limited to performance of

9 his or her duties exclusively outside the licensee's gambling establishment shall not be required

10 to hold a work permit under these regulations.

11 (c) In addition to the requirements of subsections (a) and (b), the policies and procedures for

12 Tiers IV and V shall meet or exceed the following standards for security:

13 (1) Licensees shall install and maintain a backup generator that is sufTcient, during power

14 outages, to provide for the operation of lighting systems, information systems, and surveilance

15 and recording systems for a time necessary to protect the safety and security of patrons and

16 employees, patrons' property, and the licensee's assets and property while gambling operations

17 are terminated and patrons exit the premises.

18 (2) Any gambling establishment that elects to continue gambling operations during a power

19 outage shall install and maintain a backup generator that is sufficient to provide for the full and

20 continued operation of all lighting systems, all infomiation systems, and all surveilance and

21 recording systems.

22 (d) In addition to the requirements of subsections (a), (b) and (c), the policies and procedures

23 for Tier iv shall include standards for security that require at least two uniformed security

24 officers, as specified in paragraph (4) of subsection (b), to be on duty during all hours of

25 operation, one of which shall periodically patrol the exterior of the gambling establishment,

26 including all adjoining and adjacent parking areas owned, operated or otherwise controlled by

27 the licensee for use by its patrons.

28 (e) In addition to the requirements of subsections (a), (b), (c) and (d), the policies and

29 procedures for Tier V shall include standards for security that require at least two unifoTI1ed

30 security ofTcers, as specified in paragraph (4) of subsection (b), to be on duty during all hours of

31 operation, one of which shall continuously patrol the exterior of the gambling establishment,
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including all adjoining and adjacent parking areas owned, operated or otherwise controlled by

2 the licensee for use by its patrons.

3 (f Licensees shall establish and implement the applicable standards for security specified in

4 subsections (a) through and including (e) no later than December 1, 2011.

5 NOTE: Authority cited: Sections 19801(g), 1982Mb), 19840, 19841, 19856(c), 19857 and 
19924, Business and

6 Professions Code. Reference: Sections 19841, 19856( c), 19857, 19912, 19922 and 19924, B_usiness and

7 Professions Code.

8

9 § 12396. Surveilance.

10 (a) The policies and procedures for all Tiers shall meet or exceed the following standards for

11 surveilance:

12 (1) Licensees shall install and maintain, on site in their gambling establishment, a

13 surveilance system, with video recording and closed circuit television (CCTV) monitoring

14 capabilities, to record critical activities related to the licensees' gambling operations. The

15 surveillance system shall record with reasonable coverage and clarity, at a minimum, the

16 gambling operation, the payment of player drop fees, the collection of drop boxes, the drop count

17 processes, cage and cashier activities, gambling equipment storage areas, except for furniture

18 storage areas, and the interior of gambling establishment entrances and exits. The video

19 recording equipment shall include date and time generators which shall display the cim-ent date

20 and time of recorded events on videotape 
or digital recordings. The displayed date and timc

21 shall not significantly obstruct the view of recorded images. The surveilance system may have

22 remote, off-site access capabilities, but only ancilary to anyon-site systeiTIs required by this

23 section.
24 (2) All surveilance recordings shall be made in real time mode, or at a speed suffìcient to

25 capture and record with reasonable completeness the actions of all individuals being observed,

26 except that any recordings of the gambling establishment parking areas, and the gambling

27 establishment entrances and exits may be recorded in time-lapse mode, at a minimum speed of

28 15 frames per second.

29 (3) All video surveilance cameras shall be installed in a maimer that prevents them Üom

30 being intentionally obstructed, tampered with or disabled by patrons or employees, to the extent

31 reasonably possible. All recording and monitoring equipment shall be located in secure rooms or

32 areas of the gambling establishment so that access is controlled.
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(4) The surveilance system operation shall be checked daily to ensure that all surveilance

2 equipment is functioning properly and reasonable effOlis shall be 
made to repair malfunctioning

3 surveilance equipment within 72 hours of the discovery of the malfunctions.

4 (5) If a digital video recording (DVR) system is utilized, the system shall meet the following

5 standards:

6 (A) The DVR system shall have a failure notification system that, at a minimum, provides a

7 visual notifìcation of any failure in the surveilance system or the DVR media storage system.

8 (B) The DVR system shall have a media storage system that is confìgured so that a failure of

9 any single component will not result in the loss of any data from the media storage system.

10 (C) The DVR system shall have the capability to reproduce or copy all or any portion of the

11 stored data from the media storage system to a digital video disk (DVD).

12 (D) A single DVR system shall not have more than 8 cameras required by the standards of

13 this section, unless the DVR system has an appropriate backup system to ensure that there is no

14 loss of data in the event of a failure of the primary DVR system or any single component of that

15 system.

16 (6) Videotapes or other recording media shall be marked or coded to denote the activity

17 recorded.

18 (7)(A) Unless otherwise requested by the Bureau, all recordings shall be retained for a

19 minimum of seven complete days of operation, except that recordings that are determined by the

20 Bureau or a law enforcement agency to be of evidentiary value shall be retained for a period

21 specified in writing by the deteriiiinil1g agency. Recordings of any cril1inaJ offense subject to

22 reporting pursuant to paragraph (3) of subsection (a) of Section 12395 shall be retained

23 indefìnitely, or until the Bureau authorizes their disposaL.

24 (B) Subsection (f) notwithstanding, the seven day retention period specified in subparagraph

25 (A) shall be increased to 14 days no later than June 1, 2013.

26 (8) For the purpose of enforcing the provisions of the Act, this division, or Division 3 of Title 

27 11 of the California Code of Regulations, Bureau staff, with the approval of the chief, may, at

28 any time during the gambling establishment1s actual hours of operation, demand immediate

29 access to the surveillance room and any area of the gambling establishment where surveilance

30 equipment is installed or maintained or where surveilance video recordings are stored, and such

31 access shall be provided by the licensee or the licensee's authorized representative. The Bureau
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may, pursuant to subparagraph (D) of paragraph (1) of subdivision (a) of section 19827 of the 

2 Business and Professions Code, take custody of and remove from the gambling establishment the

3 original of any video recording, or a copy of any digital recording, required to be made and

4 maintained pursuant to the Act or this division. Any surveilance video recording that is in the

5 custody of the Bureau pursuant to this paragraph may be disclosed by the Bureau only when

6 necessary to administer or enforce the provisions of the Act, this division, or Division 3 of Title

7 11 of the California Code of Regulations or when necessary to comply with a court order. Upon

8 reasonable request of the licensee or the licensee's authorized representative, a copy of the

9 recordings shall be made and left on the premises if copying equipment is available to enable

10 Bureau staff to make copies. If copying equipment is not available to Bureau staff: upon

11 reasonable request of the licensee or the licensee's authorized representative, a copy of the 

12 recordings will be provided to the licensee at the licensee's expense, unless the Bureau expressly

13 waives its costs of providing the copies.

14 (9) Licensees shall prominently display in a place and manner conspicuous to all patrons

15 entering and exiting the gambling establishment, a sign containing the following statement

16 printed in bold lettering of sufficient size to be visible and readable: "All Public Areas,

17 Entrances and Exits of This Establishment are Subject to Surveilance and Video

18 Recording." The lettering and background shall be of contrasting colors, and the sign shall

19 comply in all respects with applicable signage requirements, if any, of the local jurisdiction.

20 (b) In addition to the requirements of subsection (a), the policies and procedures for Tiers II

21 through and including V shall meet or exceed the following standards for surveillance:

22 (1) The surveillance system shall, at a minimum, record both the interior and the exterior of

23 gambling establishment entrances and exits.

24 (2) The surveilance system shall have a sufficient number of cameras dedicated to gambling

25 tables to be capable of viewing and recording, with reasonable coverage and clarity, patrons,

26 dealers, wagers, cards, and game outcome at each table. For the purposes of this paragraph, an

27 overhead view of patrons and dealers is acceptable. This paragraph shall not apply to

28 demonstration or instructional tables, when cash or prizes are not being wagered, won or lost.

29 (3) The surveilance system shall include an audio recording of, at a minimum, any areas of

30 the gambling establislm1ent that are used for vault or count room functions.

31 ( c) In addition to the req uirements of subsections (a) and (b), the policies and procedures for
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Tiers II through and including V shall include standards for surveilance that require the

2 surveilance system to include coverage and recording of all adjoining parking areas owned,

3 operated or otherwise controlled by the licensee for use by its patrons.

4 (d) In addition to the requirements of subsections (a), (b) and (c), the policies and procedures

5 for Tier IV shall include a requirement that, during all hours of operation, a gambling

6 establishment owner or key employee be on duty who has the ability to access live video fÌom

7 surveillance cameras and previous surveillance video recordings.

8 (e) In addition to the requirements of subsections (a), (b), (c) and (d), the policies and

9 procedures for Tier V shall meet or exceed the following standards for surveilance:

10 (1) Licensees shall establish a surveilance unit separate and apart from the security

11 department. The head of the surveilance unit and all surveillance unit personnel shall be

12 independent of the security department and have no other gambling-related duties.

13 (2) Licensees shall establish and maintain a separate surveilance room that meets or exceeds

14 the following requirements:

15 (A) The surveilance room shall have controlled access through a secured door or doors,

16 which shall be under constant recorded video surveilance.

17 (B) No entrance or exit door of a surveillance room shall be readily observable or accessible

18 fÌom the gambling operation area.

19 (3) Routine access and entry into the surveillance room shall be limited to on-duty employees

20 of the surveilance unit assigned to monitor gambling operations. Owners, managers and other

21 employees of the gambling establishn1ent who hold a valid gcuiibling license or work peniiit may

22 be granted access to the surveilance room for the purpose of performing their duties. Other

23 persons may be granted limited access to the surveillance room for educational, investigative or

24 maintenance purposes, if accompanied at all times by a surveilance unit employee.

25 (4) At least one surveillance employee shall be present in the surveillance room and actively

26 monitoring the gambling operations, via the surveilance room equipment, during all hours of

27 operation, except that the surveilance room may be unattended for no more than a total of one

28 hour during any shift or eight-hour period to allow for required meal and rest breaks for staff.

29 No controlled gambling may take place when a surveilance employee is not present and on duty

30 in the gambling establishment, whether on a break or not.

31 (5) Count room surveillance shall include closed circuit television (CCTV) monitoring and
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video recording.

2 (6) Licensees shan maintain a record of an surveilance activity in the surveillance room, by

3 surveillance period or shift, in a surveilance activity log. The surveilance activity log entries

4 shall be made by on-duty surveilance personnel and shall include, at a minimum, the following:

5 (A) The date and time of commencement of the surveilance period or shift;

6 (B) The printedname(s) of the person(s) conducting the surveilance;

7 (C) The date and time of termination of the surveillance period or shift;

8 (D) A summary of the results of the surveillance, including a notation of the time of

9 recording of any event, activity, occurrence, process or procedure that was monitored during the

10 surveilance period or shift, whether the recording or monitoring was required or not;

11 (E) A notation of the time of the discovery or occurrence of any equipment or camera

12 malfunctions during the surveilance period or shift;

13 (F) A notation of the time of the correction or repair of any equipment or camera

14 malfunctions occurring during the surveilance period or shift, if corrected or repaired during that

15 period or shift;

16 (G) A notation of the time of the correction or repair of any equipment or camera

17 malfunctions discovered and noted in a previous surveilance period or shift, if corrected or

18 repaired during the current period or shift;

19 (H) A notation of the time of occurrence of any medical emergency event or law enforcement

20 event, including any incident number generated by the responding entity, if available;

21 0) A notation of the time(s) of drop box collection occurring during the surveilance period

22 or shift;
23 (1) A notation ofthe time of drop count procedure(s) occurring during the surveilance period

24 or shift; and

25 (K) A notation of the times of patron disputes occurring during the surveillance period or

26 shift that require the intervention of the security department, if any.

27 (7) Each gambling table must have a dedicated camera, meeting the requirements of

28 paragraph (2) of subsection (a), providing clear surveilance coverage of all controlled gambling

29 at all hours of operation. In addition, one Pan/TiltZoom (PTZ) camera must be installed for

30 every ten or fewer authorized tables present in any gambling operations area of the gambling

31 establishment. A reasonable attempt must be made to pan the faces of 
patrons and dealers for
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